e-ISSN : 3046-9694

ikailalsys Journal of

Index : Harvard, Boston, Sydney
= University, Dimensions, Lens,
n e r n a I O n a Scilit, Semantic, Google, etc

https://doi.org/10.58578 / MJAEI.v1i3.3862

Assessing the Cybersecurity Risks Associated with the Internet of
Things (IoT) Devices

Taiwo Abdulahi Akintayo', Emmanuel Asolo?, Chinenye Cordelia Nnamani’,
Omojola Ayogoke Felix*, Chukwuemeka Chukwuma Osaro’,
Aregbesola Taobat Atinuke®
"National Centre for Attificial Intelligence and Robotics, Nigetia; *Osun State University,
Nigeria; *Institute of Management and Technology, Enugu, Nigeria; ‘University of Ilorin,
Nigeria; *University of Benin, Nigeria; “Yaba College of Technology, Nigeria
taiwoabdulahil5@gmail.com

Article Info:

Submitted: Revised: Accepted: Published:
Sep 1, 2024 Sep 14, 2024 Sep 18, 2024 Sep 21, 2024
Abstract

The rapid rise of the Internet of Things (IoT) in our daily lives has brought
significant cybersecurity concerns to the forefront, emphasizing the need for
both active and proactive measures. This research provides a comprehensive
review of the literature on the cybersecurity challenges and threats faced by
various IoT devices. It outlines proposed solutions and structural frameworks
while also exploring different methods for detecting and identifying potential
threats. Additionally, it highlights research gaps within the industrial and
economic sectors of IoT applications. Our findings reveal that the main issues
affecting IoT systems include cybercrime and privacy violations. While
Artificial Intelligence holds great promise for enhancing cybersecurity, many
attacks, particularly those focused on authentication and confidentiality, are still
inadequately addressed by existing solutions. This indicates a pressing need for
further research and practical testing of the recommended defenses.
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INTRODUCTION

The Internet of Things (IoT) has transformed how we live and work, generating vast
amounts of data from connected devices (Akintayo et al, 2024). The Internet of Things
(IoT) is a network of connected devices, machines, and objects that can communicate and
share data without human intervention. This concept has evolved through the convergence
of technologies like real-time analytics, machine learning, and sensors. IoT builds upon
traditional fields like embedded systems, wireless sensor networks, and automation, and is
commonly associated with smart home devices and appliances that can be controlled via
smartphones and smart speakers. However, the growth of IoT raises concerns about
privacy and security, which are being addressed by industry and government initiatives. IoT
has a wide range of applications across various sectors, including: Consumer: connected
vehicles, home automation, wearable technology, connected health, and smart appliances;
Commercial: medical and healthcare, transportation, building and home automation;
Industrial: manufacturing and Infrastructure: energy management and environmental
monitoring (Ogunbunmi et al, 2024). The rise of the Internet of Things (IoT) has led to a
large number of devices connected to networks, continuously collecting and transmitting
data for further analysis. With advancements in deep learning, many applications now use
these techniques to analyze collected data, enabling "intelligence" and "automation."
Consequently, leveraging data analysis and IoT infrastructure, "Smart Cities" have emerged,
encompassing smart grids, smart transportation, smart manufacturing, smart buildings, and

more. (Taiwo et al, 2024).

The Internet of Things (IoT) has revolutionized human interaction with devices and
systems, enabling real-time communication between machines, objects, and people. The
IoT process starts with devices like smartphones, smartwatches, and electronic appliances
like TVs and Washing machines, which help communicate with the IoT platform (Akintayo
et al, 2024). While this technological evolution brings numerous benefits such as increased
efficiency and enhanced convenience, it also introduces significant cybersecurity risks. The

interconnected nature of IoT devices creates new vulnerabilities, making them attractive
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targets for cybercriminals and raising serious concerns about data privacy and system
integrity (Weber, 2010). However, the IoT is subject to threats stemming from increased
connectivity. For example, rogue IoT devices, defined as devices claiming a falsified
identity or compromised legitimate devices, have exposed the IoT to untold risks with
severe consequences. Rogue IoT devices could conduct various attacks: forging the identity
of trusted entities to access sensitive resources, hijacking legitimate devices to participate in
distributed denial of service (DDoS) attacks, etc. The problem of rogue devices becomes
even more hazardous in wirelessly connected 10T, as the network traffic is more accessible
to intercept, falsify, and broadcast broadly. Hence, from the perspective of network
operators, the first step in securing the IoT from risks due to rogue devices is identifying
known (or unknown) devices and detecting compromised ones. (Akintayo et al, 2024). The
IoT enhances connectivity among intelligent devices, cloud services, and diverse
applications. By 2020, approximately 50 billion IoT devices were online, generating vast
amounts of data (Miorandi et al., 2012). Concurrently, reliance on artificial intelligence has
surged, making it imperative for manufacturers and IoT developers to ensure robust

security to meet future demands.

Establishing trust in IoT devices hinges on their security features, particularly given their
internet connectivity, which exposes them to various security vulnerabilities, including
privacy issues, cyberattacks, and malware threats (Sicari et al,, 2015). Addressing these
concerns requires continuous improvements; reliance on outdated security methods is
insufficient in the face of evolving threats. It is essential to consistently update security
frameworks and innovate new solutions tailored for IoT. Regular reviews of relevant
cybersecurity techniques are highly advisable. This research aims to analyze recent
developments regarding the various cybersecurity threats associated with IoT technologies
and the challenges these devices encounter. It will also examine several proposed

cybersecurity frameworks and methodologies designed specifically for the IoT landscape.

This research aims to provide a comprehensive analysis of the cybersecurity challenges
faced by IoT devices. It reviews existing literature on threats and vulnerabilities, outlines
potential solutions, and highlights structural frameworks that can enhance security.
Furthermore, it identifies research gaps within industrial and economic applications of 10T,
emphasizing the need for further investigation (Sadeghi et al., 2015). By focusing on key

issues such as cybercrime and privacy, as well as the role of Artificial Intelligence in
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bolstering cybersecurity, this study seeks to contribute valuable insights to the ongoing

discourse on IoT security.

This research aims to tackle the escalating cybersecurity risks linked to IoT technologies
and devices. As cyberattacks become more frequent and sophisticated, a thorough
investigation into the various risks affecting IoT systems is necessary. The study will
provide an overview of current cybersecurity threats and challenges in the IoT realm,

drawing from existing literature to inform future research.

By examining frameworks and detection methods proposed in the literature, this research
secks to identify pathways for enhancing the security of the IoT ecosystem. Additionally, it
will pinpoint existing research gaps, offering guidance for future studies and developments
in IoT cybersecurity. The primary objective is to synthesize the literature to highlight
common attacks and challenges while delivering valuable insights into proposed solutions
and their effectiveness. This analysis will contribute to the growing body of knowledge on
IoT cybersecurity, emphasizing the importance of robust security measures in IoT devices
and systems. Ultimately, the review aims to foster a safer and more resilient IoT
environment, enabling researchers to advance in this critical field despite the evolving

landscape of cyber threats.
Review of Related Works

Numerous studies have explored the cybersecurity challenges associated with the Internet
of Things (IoT), highlighting the vulnerabilities inherent in connected devices. For
instance, Sicari et al. (2015) examined various security frameworks aimed at protecting IoT
environments, emphasizing the need for adaptive security measures that evolve alongside
emerging threats. Their research underscores that traditional security protocols often fall
short in addressing the unique characteristics of IoT networks. Similarly, a study by Ali et
al. (2017) identified specific attack vectors that target IoT systems, including Distributed
Denial of Service (DDoS) attacks, data breaches, and privacy violations. Their findings
suggest that existing security measures need to be re-evaluated to ensure comprehensive

protection against these evolving threats.

Kumar et al. (2020) provided a thorough analysis of the IoT security landscape, focusing
on the implications of massive data generation and the associated privacy risks. They argue

for a more integrated approach to IoT security, which includes not just technological
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solutions but also regulatory frameworks that can guide the development and deployment

of IoT systems.

In a more recent study, Zhang et al. (2021) proposed a novel framework for enhancing IoT
security through the integration of machine learning techniques. Their approach aims to
improve threat detection and response times, thereby increasing the resilience of IoT
devices against cyberattacks. The cybersecurity landscape for the Internet of Things (IoT)
has garnered significant attention in recent literature, revealing various vulnerabilities and
mitigation strategies. For instance, Bertino and Islam (2017) conducted a comprehensive
review of the threats facing IoT devices, identifying common attack types such as spoofing,
tampering, and eavesdropping. Their research highlights the necessity for robust

authentication mechanisms to safeguard against unauthorized access.

In another notable study, Yang et al. (2018) explored the implications of IoT device
interconnectivity and the resultant security risks. They emphasized that the integration of
diverse devices amplifies the attack surface, making traditional security measures
insufficient. Their proposed solutions include enhanced encryption protocols and anomaly
detection systems to bolster IoT security. Further, a study by Dhananjay and Kaur (2020)
examined the role of blockchain technology in securing IoT networks. They posited that
decentralized ledger systems could provide a more resilient infrastructure for data integrity
and authenticity, thereby reducing the likelihood of data breaches. More recently, Alaba et
al. (2020) analyzed the evolving threats in the IoT ecosystem, specifically focusing on the
challenges posed by machine learning adversaries. Their findings indicate a growing trend
of attacks leveraging AI, which necessitates the development of advanced defensive
strategies to counteract such threats. These studies collectively underscore the urgent need
for a multi-faceted approach to IoT security, integrating technological innovations with
best practices in risk management and policy development. As the IoT landscape continues
to evolve, ongoing research will be crucial to address emerging vulnerabilities and protect

sensitive data.

Existing Solutions

Existing solutions that address IoT cybersecurity threats:
Network Segmentation and Access Control

One of the widely adopted solutions is network segmentation, where IoT devices are

isolated into specific network segments with strict access control policies. This limits
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exposure in case of a breach, restricting an attacker’s lateral movement across the system.
Zero Trust Architecture (ZTA) is increasingly employed for IoT systems to enforce strict

verification before granting access to any network resource.

For instance, Cisco’s IoT Threat Defense strategy advocates network segmentation, along
with advanced authentication protocols to enhance protection for IoT devices. This
approach helps mitigate risks associated with weak authentication and unauthorized access

to sensitive IoT devices.
Lightweight Encryption Protocols

Many IoT devices are resource-constrained, making traditional encryption protocols too
heavy for real-time operations. To address this, lightweight encryption protocols tailored
for IoT systems, such as ChaCha20, and elliptic curve cryptography (ECC), are widely
used. These encryption mechanisms ensure data integrity and confidentiality without

overburdening the device's limited computational power.

For instance, the research work by Goyal et al. (2020) presents a lightweight encryption
model for 10T, emphasizing energy efficiency and data security while maintaining optimal

performance in low-power environments.
Anomaly Detection Systems (ADS)

Machine learning (ML)-based anomaly detection systems (ADS) are emerging solutions
designed to detect abnormal behaviors within IoT networks. These systems utilize Al
models trained on normal traffic patterns to detect deviations that may indicate a potential

threat. ADS are effective against zero-day attacks, which exploit unknown vulnerabilities.

A notable example is the implementation of Long Short-Term Memory (LSTM)-based
deep learning models, as explored by Alrashdi et al. (2019). Their model monitors IoT
traffic and alerts network administrators in real time about potential threats without

needing pre-programmed rules.
Blockchain for Secure IoT Communication

Blockchain technology is being applied to IoT networks to address issues related to device
authentication and secure data communication. Blockchain’s decentralized nature ensures
that no single point of failure exists, and its immutability helps prevent unauthorized access
and data tampering. In IoT, blockchain can serve as a secure, distributed ledger for tracking

and verifying transactions between devices.
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Several researchers have proposed blockchain-based solutions. For example, Sikorski et al.
(2017) demonstrated the feasibility of a blockchain-secured IoT framework for industrial

control systems, showing increased security and traceability in data exchanges.

Intrusion Detection and Prevention Systems (IDPS)

IoT-specific intrusion detection and prevention systems (IDPS) are essential for identifying
and stopping real-time threats. These systems monitor incoming traffic and data exchanges,
flagging malicious activities based on pre-defined attack signatures or behavioral analysis.
Given the diverse and rapidly evolving nature of IoT devices, Al-powered IDPS systems

are being developed for their adaptability.

One example is the development of hybrid intrusion detection systems that use both
signature-based and anomaly-based approaches, such as the work by Ferrari et al. (2019),
which integrates machine learning for real-time detection of advanced persistent threats in

IoT networks.
Patch Management and Firmware Updates

Ensuring that IoT devices are consistently updated with the latest security patches is
another critical line of defense. Many cybersecurity breaches exploit known vulnerabilities
in outdated firmware. Solutions such as automated firmware update mechanisms have been

proposed to improve patch management across IoT ecosystems.

The challenge, however, lies in the heterogeneous nature of IoT devices. Solutions like
Over-the-Air (OTA) updates are crucial, as explored by researchers in efforts to

standardize update protocols for IoT systems (Al-Otaibi et al., 2021) .
Future Possible Directions of IoT Cybersecurity

As the Internet of Things (IoT) continues to expand globally, the cybersecurity landscape
faces increasing challenges. Several existing solutions address these threats, but more
innovative approaches will be needed to tackle the complex nature of future risks. Below

are potential future directions for IoT cybersecurity based on research and current trends:
AI-Driven Autonomous Security Systems

Artificial Intelligence (AI) may help address the cybersecurity issues associated with IoT. Al

technologies can improve IoT security by identifying vulnerabilities, detecting anomalies,
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and responding to threats in real-time (Ahmed & Kundu, 2023). Autonomous security
systems, leveraging machine learning and deep learning, could continuously monitor IoT
devices and automatically adapt to new threats. Such systems could make instantaneous
decisions to counteract cyberattacks without requiring human intervention. Moreover,
ongoing development of Al techniques is necessary to improve 10T security. Al-powered
solutions will not only enhance detection but will also provide professionals with practical
mechanisms to safeguard IoT networks, mitigating risks tied to both Al and IoT (Alam &

Safi, 2023). This makes Al a crucial component of future IoT cybersecurity infrastructure.
Quantum-Resistant Encryption

The advent of quantum computing poses a significant threat to traditional encryption
methods used in IoT. Research indicates that post-quantum cryptography (PQC) solutions
are needed to address potential future attacks (Tan & Zhu, 2022). These quantum-resistant
algorithms must be lightweight to cater to IoT’s resource-constrained devices while
ensuring strong encryption. This new wave of cryptography will protect against quantum
threats, which could compromise the confidentiality and integrity of data across IoT

systems.
Blockchain-Enabled Decentralized Security

Blockchain’s decentralized nature offers promising opportunities to enhance IoT security
by providing tamper-proof ledgers and secure communications (Karim & Rahman, 2023).
Research has demonstrated that IoT systems are highly vulnerable to attacks, making
secure communication and authentication critical. Blockchain solutions can ensure that
data transmitted between IoT devices is verified and encrypted without relying on central
authorities. Future IoT ecosystems could integrate energy-efficient blockchain-based

protocols, ensuring that security and scalability concerns are effectively managed.
Edge and Fog Computing Security

Edge and fog computing will play an increasingly vital role in IoT systems as they enable
data processing closer to the source. However, this distributed nature introduces new
attack surfaces. Research has shown that companies using extensive IoT networks are at

risk of cyber threats, highlighting the need for advanced risk

assessment methods (Huang & Shen, 2021). Future solutions will likely involve

decentralized security architectures at the edge of the network, leveraging Al to detect and
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mitigate risks in real-time. These systems could also dynamically shift security policies

across nodes to provide continuous protection against evolving threats.
Privacy-Preserving Protocols

As IoT becomes more ubiquitous in everyday life, particulatly in smart homes, concerns
about data privacy are paramount. Many IoT devices handle sensitive personal information,
and research has shown that current privacy measures are inadequate (Dhanraj & Wang,
2023). Privacy-preserving techniques, such as homomorphic encryption and secure multi-
party computation (SMPC), will allow computations on encrypted data without exposing
the underlying information. This will be crucial for enhancing privacy in both consumer

and industrial IoT applications.

Additionally, Al can assist end users in identifying and mitigating risks associated with IoT
devices in smart homes (Alam & Safi, 2023). Privacy-preserving protocols will need to be
integrated at the device level to ensure robust security measures without compromising

user experience.
Zero-Trust Architecture for IoT

The Zero-Trust security model, which assumes that no device or user is trusted by default,
is gaining traction in IoT security. Future IoT systems may implement Zero-Trust
frameworks that require continuous validation of every device or user attempting to access
a network. Research suggests that IoT networks, particularly in industrial and commercial
environments, are highly susceptible to cyberattacks (i & Wang, 2024). Applying Zero-
Trust principles could involve continuous authentication, real-time threat detection, and

granular access controls across interconnected IoT devices.
IoT Governance and Standardization

There is a growing recognition of the need for global IoT cybersecurity standards. As IoT
devices are increasingly integrated into critical infrastructure and commercial applications,
governments and international organizations must push for comprehensive security
protocols. Research has highlighted that many IoT systems are vulnerable due to
inconsistent security practices (Karim & Rahman, 2023). Establishing uniform standards
for device authentication, encryption, and network security will mitigate risks and ensure all

devices adhere to high-security benchmarks.
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Bio-Inspired Security Solutions

A novel approach to IoT security involves bio-inspired algorithms, which mimic natural
processes to create adaptive cybersecurity solutions. For example, self-healing networks,
modeled on biological immune systems, could automatically detect and neutralize threats.
These bio-inspired security solutions could be designed to "evolve" alongside IoT systems,

learning from past cyberattacks and adapting to new vulnerabilities.

The rapid growth and diversification of IoT systems present significant cybersecurity
challenges. Al-driven autonomous systems, quantum-resistant encryption, blockchain-
enabled decentralized security, and privacy-preserving protocols will play a critical role in
addressing these challenges. Furthermore, bio-inspired security solutions and global
standardization efforts will be essential to future-proofing IoT ecosystems. Continuous
research and development in these areas will ensure that IoT systems remain secure,

resilient, and scalable in the face of emerging cyber threats.

RESULTS AND DISCUSSION

This section presents a comprehensive analysis of previous studies' outcomes and
suggested solutions for mitigating IoT threats. The reviewed literature encompasses various
threat categories, each influenced by distinct factors. While some studies focus on specific
attacks or methodologies, others propose structural frameworks or discuss broader IoT
security concerns. The following table summarizes the comparative analysis of select

studies.

Article Attack Factors Solutions

(Ullah  etal, | Malware and software | A method has been developed to scan the
2019) privacy IoT network for files that may contain
malware or illegally downloaded software.
The deep neural network TensorFlow is
utilized to identify pirated software.
Additionally, noisy data is eliminated through
the use of weighting and tokenization
features.

(Zahra, & | Confidentiality issues and | EBIOS methodology is applied to analyses

Abdelhamid information exploitation possible risks.
2017)
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(Boudko & | Attacks on  healthcare | Framework  based  dynamic  adaptive
Abie 2019) services cybersecurity.
Malware identification, | Cyber defenses based artificial intelligence
(Zhao 2020) vulnerability  of  IoT | along with privacy preserving data approach,
systems, and issues of data | in addition to use 5G IoT architecture
security and  personal
safety
(Abdullah Cybercrimes’ effects on | Apply blockchain mechanism.
et.al 2019) the world economy
Cybersecurity hackers can | A methodology to assess IoT cybersecurity
(Andrade et al | tATgEt Water and electricity | which is applied in smart cities.
2020) infrastructure, they take
control on smart cities,
and bring them down
(Kulik et al | Fake attacks, disclosure | Applied a suggested framework for industrial
2018) private information security system verification.
(L, et.al | Privacy violations Used mobile application to check quickly and
2018) instantly the security status of IoT-enabled
household devices.

(Ullah et al., 2019) developed a method to scan IoT networks for files that may contain
malware or illegally downloaded software. They utilized the deep neural network
TensorFlow to identify pirated software and eliminated noisy data through the use of

weighting and tokenization features.

Zahra and Abdelhamid (2017) applied the EBIOS methodology to analyze potential risks

related to confidentiality issues and the exploitation of information in IoT networks.

Boudko and Abie (2019) proposed a dynamic adaptive cybersecurity framework designed
to defend healthcare services against various cyberattacks, ensuring enhanced security in

sensitive environments.

Zhao (2020) addressed malware identification and vulnerabilities in IoT systems by
combining artificial intelligence-based cyber defenses with privacy-preserving data
approaches. The study also integrated the use of 5G IoT architecture to bolster security

measures.

Abdullah et al. (2019) examined the effects of cybercrimes on the global economy,
proposing the application of blockchain mechanisms to mitigate these impacts and enhance

economic security.
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Andrade et al. (2020) highlighted how cybersecurity hackers could target water and
electricity infrastructure in smart cities. They introduced a methodology to assess IoT
cybersecurity in these environments, helping to safeguard critical infrastructures from cyber

threats.

Kulik et al. (2018) developed a framework for industrial security system verification, aimed

at preventing fake attacks and the unauthorized disclosure of private information.

Li et al. (2018) focused on privacy violations and presented a mobile application that
quickly checks the security status of IoT-enabled household devices, providing users with

real-time insights into potential vulnerabilities.

CONCLUSION

This comprehensive analysis has illuminated the complexity and evolving nature of IoT
cybersecurity. The primary goal of this study is to foster a safer and more resilient IoT
ecosystem. The literature review highlighted that IoT systems remain vulnerable to a wide
range of cyberthreats, with privacy breaches and cybercrimes emerging as key concerns.
While these findings align with existing research, they underscore the need for continued

efforts in this area to address or mitigate these growing risks.

Furthermore, the study proposed the integration of artificial intelligence tools to strengthen
IoT cybersecurity. As IoT systems become more complex and expansive, traditional
cybersecurity mechanisms may not suffice in combating increasingly sophisticated attacks.
Although the review provided valuable insights into the current landscape of IoT
cybersecurity, many critical areas still require deeper investigation. The research revealed
that certain types of attacks were inadequately addressed by existing solutions, emphasizing

the need for real-world scenario testing and more specialized strategies.

Looking ahead, future research should prioritize multidisciplinary collaboration and the
application of cutting-edge technologies. The dynamic nature of IoT cybersecurity
demands continuous vigilance and attention to detail to effectively defend against emerging
threats. This review serves as a strong foundation for further exploration, encouraging
researchers to collaborate in developing more secure IoT systems. With a concerted effort,

the field can advance and thrive, despite the ever-evolving landscape of cyberthreats.
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