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Abstract

The rapid expansion of the Internet of Things (IoT) has intensified cybersecurity
risks by exposing distributed connected devices to increasingly complex and
pervasive threats. Conventional centralized security mechanisms often struggle
to accommodate the heterogeneous and decentralized structure of IoT
networks. This study investigates Federated Learning (FL) as a decentralized
approach to intrusion detection that enables local model training on IoT edge
devices while transmitting only encrypted model updates to a central server,
thereby preserving data privacy and reducing communication overhead. A novel
FL-based Intrusion Detection System (IDS) architecture was developed using
Convolutional Neural Networks (CNNs) for anomaly detection and the
Federated Averaging (FedAvg) algorithm for aggregating local model updates.
The framework was evaluated on standard IoT datasets under non-independent
and identically distributed (non-1ID) data conditions to simulate heterogeneous
real-world environments. Experimental results demonstrate that the proposed
system achieved a detection accuracy of 94.6%, an Fl-score of 93.8%, and a
recall of 92.7%, outperforming centralized and standalone local learning
methods. The framework also reduced communication overhead by 35% and
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achieved convergence 28% faster than conventional approaches. These findings
demonstrate that FL can provide a scalable, privacy-preserving, and
computationally efficient foundation for strengthening IoT cybersecurity. This
study contributes a decentralized machine-learning architecture for real-time,
adaptive, and privacy-conscious intrusion detection in large-scale IoT

environments.

Keywords: Cybersecurity; Federated Learning; Internet of Things; Intrusion
Detection System; Privacy-Preserving Machine Learning

INTRODUCTION

Internet of Things (IoT) has piloted a new era of pervasive connectivity, enabling
automation, monitoring, and control across various domains, including smart cities,
healthcare, manufacturing, and transportation. According to recent estimates, the number of
connected IoT devices is projected to surpass 30 billion by 2030, highlighting both the scale
and complexity of managing such networks [1]. Despite the benefits, this exponential growth
introduces critical cybersecurity challenges, as IoT devices are often resource-constrained,

lack built-in security features, and operate in highly heterogeneous environments [2][3].

Traditional security mechanisms and centralized machine learning (ML) approaches
struggle to cope with the unique constraints of IoT environments. Centralized ML requires
aggregating data to a single location for training, which not only incurs high communication
overhead but also poses significant privacy risks, especially in scenarios involving sensitive
data such as healthcare and personal behavior [4]. Federated Machine Learning (FML) has
emerged as a promising alternative by enabling decentralized training across distributed
devices without requiring raw data transfer. Instead, FML aggregates model updates from
local nodes, hence preserving data privacy and minimizing latency and bandwidth

consumption [5].

Recent studies have demonstrated the effectiveness of FML in distributed intrusion
detection systems (IDS), particularly in detecting sophisticated cyber threats while
accommodating non-IID data distributions typical in IoT settings [6]. Federated learning has
gained attention in several areas, such as mobile applications [7] and healthcare [8], but its

application in IoT cybersecurity remains underexplored. Few works have integrated FL with
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IDS to protect heterogeneous IoT environments. This work builds on these foundations and

contributes to the practical implementation and analysis of FML-based 1DS.

The previous studies really showcase how Federated Learning (FL) techniques have
evolved to tackle cybersecurity challenges in IoT environments. In the beginning,
foundational work like [9] introduced the Federated Averaging (FedAvg) algorithm, which
laid the groundwork for distributed model training, but it didn’t specifically focus on security
issues related to IoT. As research progressed, studies began to merge Deep Learning with
FL, as seen in [15], which used the TON_IoT dataset for anomaly detection. While these
methods enhanced detection capabilities, they faced hurdles due to the heavy computational
requirements of deep learning models, which can be a real challenge for resource-limited IoT

devices.

Studies have also delved into privacy-preserving mechanisms and ways to boost
robustness in federated intrusion detection systems (IDS). For example, [13] combined
Blockchain technology with FL to ensure secure and privacy-conscious communication
among industrial IoT nodes, although it didn’t undergo thorough testing across various
attack scenarios. Similarly, [19] introduced a dynamic aggregation method called FedMADE
on the Bot-IoT dataset, which improved robustness but encountered synchronization issues

during training.

More recent research, including [10][9][16] and [17][5], has pushed the boundaries of
federated cybersecurity frameworks with improved architectures. Study [10] integrated Zero
Trust principles into FL.-based IDS models, enhancing trust management, but it still needs
validation in real-world deployments. Meanwhile, [9][16] explored lightweight CNN-based
FL approaches designed for IoT traffic, providing efficient detection for specific attacks,
though they lack broader applicability. Lastly, [17][5] utilized Residual Networks (ResNets)
in FL for Industrial IoT, achieving impressive accuracy but at the cost of computational
efficiency on edge devices. Together, these studies highlight the delicate balance between
model complexity, accuracy, and practical deployment when designing scalable and privacy-

preserving FL-based cybersecurity systems for IoT networks [20].

This paper explores the application of FML to enhance IoT network security through
a collaborative intrusion detection framework. A lightweight F1.-based IDS architecture was
proposed that leverages convolutional neural networks (CNNs) [21] for local anomaly

detection and employs federated averaging [22] to construct a global model. The framework
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is evaluated using benchmark datasets in a simulated IoT environment to assess its

effectiveness in real-wotld scenarios.

The remainder of this paper is organized thus: Section II present a brief review of
related work; Section III presents the proposed framework/methodology and system
architecture; Section IV described the experimental setup, datasets, simulation environments
and evaluation metrics; Section V discusses the results, performance comparison and

discussion; and Section VI concludes the paper and outlines directions for future studies.

METHODS

The proposed Federated Learning-based Cybersecurity Framework for IoT
Networks comprises four core components: IoT Edge Devices, a Federated Server
(Aggregator), an Intrusion Detection Engine (IDE), and a Communication Layer. Each
component plays a distinct role in achieving decentralized, privacy-preserving [41], and

adaptive intrusion detection across heterogeneous IoT environments.
IoT Edge Devices

IoT edge devices function as the foundational data sources, collecting local network
traffic and behavioral data. These devices execute lightweight deep learning models such as
Convolutional Neural Networks (CNNs) or Long Short-Term Memory (LSTM)
architectures, optimized for constrained computational resources. Rather than transmitting
raw data to a central server, each device performs local training and shares only encrypted
model updates (gradients or weights) with the federated server. This approach preserves data
privacy, reduces bandwidth consumption, and mitigates risks associated with data leakage

[23][24].
Federated Server (Aggregator)

At the core of the framework lies the Federated Server, which aggregates model
updates received from multiple edge devices using the Federated Averaging (FedAvg)
algorithm introduced by [25][10]. The server computes the weighted average of local models
to produce a refined global model, which is subsequently redistributed to the devices for the
next training round. This iterative process enables collaborative learning while maintaining
data decentralization, ensuring the global model continuously adapts to distributed, non-

independent and identically distributed (non-11D) data [20].
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Intrusion Detection Engine (IDE)

The Intrusion Detection Engine (IDE), deployed within each IoT edge node, uses
the trained local or synchronized global model to classify network traffic in real time [27].
The IDE identifies malicious packets, unusual communication patterns, or deviations from
baseline behavior. Upon detection of anomalies, the system generates immediate alerts or
initiates pre-defined mitigation protocols. This localized inference capability enhances

responsiveness and resilience against cyber threats [28].
Communication Layer

The Communication Layer provides a secure and efficient medium for model update
exchanges between edge devices and the federated server. All communications are encrypted
using Transport Layer Security (TLS) or Homomorphic Encryption (HE) schemes to ensure
confidentiality and integrity during model transmission [28]. This layer is crucial for
preserving trust in distributed environments where communication overhead and security

are critical considerations [29].

This integrated architecture leverages federated learning to achieve scalable, privacy-
enhancing intrusion detection within IoT ecosystems, mitigating challenges related to data

centralization, heterogeneity, and evolving cyber threats.
Diagram Flow

To visually represent the architecture, the following figure 1 illustrates the
interactions between IoT edge devices and the federated aggregator server within our

proposed intrusion detection framework:
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Figure 1: Federated Learning (FL) Architecture for Intrusion Detection in IoT Networks

Local Training on IoT Edge Devices

Each IoT edge device collects real-time traffic or sensor data from its local
environment. Instead of sending this raw data to a centralized server, the device performs
on-device training using a lightweight Convolutional Neural Network (CNN)-based
Intrusion Detection System (IDS). This training process helps each device develop a local
model capable of detecting anomalies such as DoS attacks, spooting, or unauthorized access
attempts. Local model training ensures data privacy by keeping sensitive information within

the device.
Model Update Transmission

After training, the edge devices do not share raw data. Instead, they transmit only the
learned model parameters (weights or gradients) to a Federated Aggregator Server. This step
is crucial for preserving data privacy and minimizing communication overhead, especially in
bandwidth-constrained environments. Secure communication protocols (e.g., encrypted TLS

or differential privacy mechanisms) are used to protect model updates during transit.
Federated Aggregation at Central Server

The Federated Aggregator Server collects model updates from all participating edge
devices. It uses the Federated Averaging (FedAvg) algorithm to compute a new global model
by averaging the local parameters. This global model captures shared knowledge across
devices, making it more generalizable and accurate for detecting diverse threats. The updated

model is then redistributed to the edge devices.
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Distribution of the Global Model

Once the global model is computed, the server pushes it back to all edge devices.
This allows each device to enhance its detection capabilities without accessing data from
other nodes. The newly received global model replaces or supplements the device’s local

model, making it better equipped to detect previously unseen or evolving cyber threats.
Real-Time Detection and Anomaly Reporting

Each device uses the updated global model for continuous, real-time intrusion
detection. If an anomaly is detected, the device triggers an alert and optionally logs or reports
the incident to a central monitoring system. This ensures rapid threat response while
maintaining privacy and efficiency. This collaborative loop enhances scalability, privacy-
preserving, and a collaborative approach to IoT cybersecurity. It significantly reduces the
risks associated with centralized data storage while leveraging the collective intelligence of

distributed IoT devices to detect and respond to cyber threats.
Experimental Setup

To evaluate the effectiveness of the proposed Federated Machine Learning (FML)-
based Intrusion Detection System (IDS) framework for IoT cybersecurity, comprehensive
experiments were conducted in a controlled simulation environment mimicking real-world

IoT deployment scenarios.
Dataset Description

Two widely recognized benchmark datasets, Bot-IoT and TON_IoT Datasets, were
used. The Bot-IoT Dataset comprises network traffic data generated by IoT devices,
including both normal and malicious traffic such as DDoS, DoS, theft, and reconnaissance
attacks. It contains over 72 million records with features derived from packet captures and
flow-based statistics. While the TON_IoT Dataset was developed for training machine
learning models for cybersecurity in IoT environments, this dataset includes telemetry data
from IoT sensors and actuators, as well as system logs and network traffic, covering a wide
range of attacks such as ransomware, backdoor, injection, etc. Each of the datasets was
preprocessed to remove noise, normalize feature values, and select relevant attributes using
feature importance techniques such as mutual information scores and correlation-based

filtering.
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Simulation Environment

To simulate edge-based IoT nodes, we created a network of virtual edge devices
using Docker containers. Fach container represents a resource-constrained device like
Raspberry Pi class hardware running a local instance of a lightweight Convolutional Neural
Network (CNN) for anomaly detection. The devices were distributed across different
network segments to simulate heterogeneous deployment. The federated server was
deployed on a centralized node using a parameter server architecture. The system implements
the Federated Averaging (FedAvg) algorithm to aggregate local model updates from devices
after each communication round. Some of the major characteristics of the simulation
environment are: Number of IoT Devices is 20 virtual edge nodes; 50 Communication
Rounds; Local Epochs per Round is 5; 64 Batch Size; Adam Optimizer; Learning Rate of
0.001; Aggregation Algorithm used is FedAvg; and TensorFlow Federated (TFF) as

Federated Framework.

Evaluation Metrics

To assess model performance, standard classification metrics [30] were utilized,
which include: Accuracy provides an overall indication of how often the model correctly
classifies data instances. A high accuracy value implies that the model performed well in both
identifying intrusions and avoiding misclassification of normal data. However, in highly
imbalanced datasets, a common characteristic of IoT applications like cybersecurity domains,
accuracy alone may be misleading, as the model might favor the dominant class or normal
traffic. While failing to detect rare but critical attack events [31]. Hence, complementary
metrics such as Precision and Recall are used for deeper evaluation.

tp + tn
tp+tn+ fp+fn

Accuracy =

O

Precision refers to the true positives divided by the total predicted positives. It
emphasizes the model’s reliability in identifying attacks, indicating how many of the detected
threats are actually malicious. High precision means that false alarms (FP) are minimized, an
important requirement in IoT environments, where excessive false alerts can lead to alert
fatigue, resource wastage, or unnecessary system interruptions [32]. Thus, precision is
particularly vital in privacy-preserving intrusion detection systems, where efficiency and

decision accuracy are key to operational trust.
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tp

tp + fp )

Precision =

Recall is the true positives divided by actual positives. High recall indicates that the
model effectively identifies most attack occurrences, minimizing missed detections (FN). In
IoT cybersecurity, where undetected threats can propagate quickly and compromise
numerous devices, high recall is essential for proactive defense. However, optimizing recall
often comes at the cost of lower precision, as the model may classify more normal samples
as attacks to capture every possible threat [33]. Therefore, balancing both metrics is crucial

to achieving optimal system performance.

Recall = ' 3
et Ctp+fn )

Fl-score simply means the harmonic average/mean of the precision and recall.
Unlike a simple arithmetic mean, the harmonic mean penalizes extreme differences between
Precision and Recall, rewarding models that maintain consistent performance across both
metrics. In federated IoT intrusion detection, the F1-Score is particularly valuable as it
accounts for non-11D data distributions, heterogeneous client performance, and imbalanced
attack frequencies. A high F1-score, therefore, reflects a balanced and dependable FL. model

capable of detecting threats with minimal false positives and false negatives [34].

precision * recall)

F1 — Score = 2( 4

precision + recall

Where the meaning of the parameters is as follows: tp = true positive, tn = true
negative, fp = false positive, fn = false negative.

Communication Overhead is known as the volume of model updates transmitted
during training or the cumulative volume of model update data exchanged between clients

and the server during training [35]. Convergence Time is the Number of rounds required to

achieve stable performance [36]. It is calculated thus:

n
Communication Overhead = Z Size(Aw;) (5)

i=1
Where (Aw;) is the local model update from client i, and T is the predefined

performance threshold.

Convergence Time = R, where R = min{r|Performance, > T} (6)
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Baseline Comparisons

To assess how well the proposed Federated Machine Learning-based Intrusion
Detection System (FML-IDS) performs, we compared it to two popular machine learning
approaches used in IoT settings [20][37]. The first benchmark was Centralized Machine
Learning, where data from all IoT devices is collected at a central server to create a single
global model [38]. While this method benefits from having access to a lot of data, it also
raises serious privacy concerns and incurs high communication costs, as highlighted in
previous studies [37][39]. The second benchmark, Standalone Local Learning, had each IoT
device train its own local model independently, without collaborating with others. This
approach offers strong privacy protection and keeps communication to a minimum, but
eatlier research [6][41] has shown that it often results in lower detection accuracy and limited

generalization due to a lack of local data.

On the other hand, the proposed Federated Machine Learning (FML) framework
enables distributed training across various edge devices, allowing for local computations and
periodic updates through the Federated Averaging (FedAvg) algorithm [31][42]. This setup
strikes a great balance between accuracy, communication efficiency, and data privacy,
aligning with recent studies on privacy-preserving FL systems [13][43]. Our experimental
comparisons revealed that the FML-based IDS outperformed both centralized and
standalone models, effectively managing diverse and non-1ID IoT data while minimizing

communication overhead, which is consistent with findings from [5][39][40].
Deployment Considerations

To evaluate the practical viability, the trained federated model was tested on unseen
IoT traffic in real-time scenarios. Each virtual edge node monitored live packet flow and
performed anomaly detection using the locally synchronized global model. The experimental
platform was hosted on a cloud-based virtual lab using Ubuntu 22.04, Docker Engine, and

NVIDIA CUDA-enabled GPU instances for acceleration for baseline centralized models.

RESULTS AND DISCUSSION

This section presents the results and validation of the experiments along with a

detailed discussion. Tables and figures are explained in paragraphs. The author needs to add
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a more detailed analysis. Authors need to adjust the use of equations based on the journal

template.
Table 1: Comparative Performance of Detection Methods
Method Accuracy | Precision | Recall Sf;;e Communication | Convergence
(%) (%) (%) %) Overhead (MB) Rounds
(]
Centralized 96.2 95.7 94.9 95.3 540 30
ML
Standalone 84.5 81.3 83.7 82.5 0 50
Local ML
Proposed 94.6 92.1 93.4 92.7 350 35
Federated ML

The experimental evaluation of the FML-based Intrusion Detection System (IDS)
demonstrates significant advantages in detection accuracy, communication efficiency, and

adaptability to heterogeneous IoT environments.

Detection Performance Comparison Efficiency Metrics Comparison
100
Accuracy Comm Overhead (MB)
= Precision = Convergence Rounds
mmm Recall 500

80

400

60

Percentage (%)
Value

40
200

2 100

0

Centralized ML Standalone Local ML Federated ML

Figure 2: Comparative Performance of FL-based IDS

Centralized ML Standalone Local ML Federated ML

As shown in Table 1 and Figure 2, the proposed FML approach achieves a detection
accuracy of 94.6%, which is only slightly lower than the centralized ML method (96.2%) but
substantially higher than the standalone local learning (84.5%). The precision and recall
metrics further affirm the model's capability to accurately identify malicious behaviors while
minimizing false positives and negatives. Precision: 92.1%. Recall: 93.4%. F1-Score: 92.7%.
These metrics confirm that the federated model generalizes well across diverse 10T traffic
patterns while maintaining a high true positive rate. The collaborative training across
distributed devices boosts model robustness, particulatly in the presence of non-IID data

distributions, which are typical in real-world IoT settings.
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The communication overhead of the Federated ML, model was measured at 350 MB,
a 35% reduction compared to centralized ML (540 MB). This decrease is attributed to the
exchange of model parameters instead of raw data, making FML particularly suitable for
bandwidth-constrained IoT environments. Furthermore, fewer convergence rounds (35)
were required to stabilize the federated model compared to 50 rounds for local learning. This

efficiency translates into faster training times and lower energy consumption on edge devices.

Unlike centralized systems that may become bottlenecks, the FMI approach
distributes computation across devices, improving scalability. The system's performance was
stable even when only a subset of edge nodes participated in a given round (simulating partial

availability), indicating robustness to node dropout or intermittent connectivity.

CONCLUSION

This study took a closer look at how Federated Learning (FL) can boost cybersecurity
in IoT networks. The framework we proposed allows for decentralized model training right
on the edge devices of 10T, which means there's no need to gather all the raw data in one
place. This approach not only protects user privacy but also cuts down on communication
costs and works well in areas with limited bandwidth. Using Convolutional Neural Networks
(CNNs) for localized intrusion detection and Federated Averaging to merge models, the
framework effectively collaborates to spot cyber threats. Testing with benchmark datasets
revealed that FL achieves an impressive accuracy of 94.6% and an Fl-score of 92.7%, all
while reducing communication overhead by about 35% compared to traditional centralized
machine learning methods. Plus, the system showed it could handle non-II1D data and partial
device participation, reflecting real-world scenarios in various loT environments. However,
despite these promising results, there are still some hurdles to overcome. Issues like
synchronization latency and model drift in federated systems can affect both consistency and
performance. In our experiments, we addressed these challenges by using adaptive learning
rates and selective model updates, but exploring more advanced techniques could further
enhance stability and responsiveness. Additionally, while our framework lays a solid
foundation for privacy protection, adding secure aggregation methods and differential

privacy strategies would strengthen its defenses against inference attacks.
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  A c c u r a c y =   t p + t n  t p + t n + f p + f n                                                                                                     ( 1 )


  Precision =   t p  t p + f p                                                                                                                           ( 2 )


  Recall =   t p  t p + f n                                                                                                                                           ( 3 )


  F 1 − Score = 2  (   p r e c i s i o n ∗ r e c a l l  p r e c i s i o n + r e c a l l )                                                                         ( 4 )


  Communication   Overhead =   ∑  i = 1  n  S i z e ( ∆   w  i )                                                                     ( 5 )
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  Convergence   Time = R ,   w h e r e   R =  min ⁡   {  r |    P e r f o r m a n c e  r ≥ T }                                         ( 6 )

