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Abstract 
 

In the contemporary digital landscape, organizations are increasingly confronted 

by sophisticated cyber threats that render traditional reactive security measures 

inadequate, particularly in the face of advanced persistent threats (APTs) and 

rapidly evolving attack vectors. This paper proposes the design, implementation, 

and evaluation of an Indicator of Compromise (IoC)-driven Early Warning 

System (EWS) to proactively bolster cybersecurity resilience. Grounded in the 

principles of Cyber Threat Intelligence (CTI) and Design Science Research 

(DSR), the proposed framework termed the Intelligent Detection and Early 

Warning (IDEW) System integrates multiple threat intelligence feeds, employs 

advanced analytics for real-time threat detection, and delivers actionable insights 

to support timely incident response. The study explores the theoretical 

foundations of CTI and DSR, outlines key architectural considerations for the 

IDEW System, and presents a conceptual case study illustrating its application in 

identifying and mitigating emerging threats, including the 'Salt Typhoon' APT 

campaign. Additionally, the paper addresses challenges in operationalizing CTI, 

such as data integration, contextual relevance, and alert fatigue, and underscores 

the importance of human expertise, robust data governance, and iterative 

refinement for effective system deployment. This research contributes to the 
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evolving discourse on proactive cybersecurity strategies, offering a structured, 

intelligence-driven approach to building adaptive and resilient defense 

mechanisms in a dynamic threat environment. 

Keywords: Cyber Threat Intelligence; Early Warning System; Indicators of 

Compromise; Proactive Cybersecurity; Design Science Research; APT Detection 

 

 

Introduction 

The pervasive nature of digital transformation has rendered organizations increasingly 

susceptible to cyber-attacks, which continue to escalate in frequency, sophistication, and 

impact [1]. The traditional paradigm of cybersecurity, predominantly focused on perimeter 

defense and reactive incident response, is proving inadequate in the face of dynamic and 

stealthy adversaries. Advanced Persistent Threats (APTs), zero-day exploits, and highly 

targeted campaigns necessitate a shift towards more proactive and intelligence-driven defense 

mechanisms. Cyber Threat Intelligence (CTI) has emerged as a critical discipline in this 

evolving landscape, providing organizations with the knowledge and understanding of actual 

or perceived threats to inform their security decision-making [2]. 

Early Warning Systems (EWS) are instrumental in mitigating the impact of various hazards, 

from natural disasters to financial crises. In the realm of cybersecurity, an EWS, particularly 

one driven by Indicators of Compromise (IoCs), holds immense promise for providing timely 

alerts about impending or ongoing cyber threats, thereby enabling organizations to 

preemptively defend against attacks or significantly reduce their dwell time [3]. IoCs are 

forensic artifacts—such as malicious IP addresses, domain names, file hashes, or unusual 

network traffic patterns—that serve as evidence of a potential security breach or compromise 

[4]. By continuously monitoring and analyzing these indicators, an IoC-driven EWS can 

transform an organization's cybersecurity posture from reactive to proactive, anticipatory, and 

dynamic [2]. 

This paper aims to present a comprehensive framework for an IoC-driven Early Warning 

System, built upon the rigorous principles of Design Science Research (DSR) and informed by 

the latest advancements in Cyber Threat Intelligence. The proposed Intelligent Detection and 

Early Warning (IDEW) System is designed to address the critical need for timely and 

actionable threat intelligence, enabling organizations to enhance their cybersecurity resilience 
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effectively. We will explore the theoretical foundations, architectural components, 

implementation considerations, and evaluation methodologies for such a system. 

Furthermore, a conceptual case study will illustrate the practical application of the IDEW 

System in identifying and responding to sophisticated cyber campaigns. 

The remainder of this paper is structured as follows: Section II provides a detailed overview of 

the theoretical background, encompassing Cyber Threat Intelligence (CTI) and Design 

Science Research (DSR). Section III outlines the architectural design and key components of 

the Intelligent Detection and Early Warning (IDEW) System. Section IV discusses the 

implementation considerations and challenges associated with deploying such a system. 

Section V presents a conceptual case study demonstrating the IDEW System's application. 

Finally, Section VI concludes the paper with a summary of contributions and directions for 

future research. 

 

Theoretical Background 

To effectively design and implement an IoC-driven Early Warning System, it is imperative to 

establish a robust theoretical foundation. This section elaborates on two core disciplines that 

underpin the proposed IDEW System: Cyber Threat Intelligence (CTI) and Design Science 

Research (DSR). 

A. Cyber Threat Intelligence (CTI) 

Cyber Threat Intelligence (CTI) is the process of collecting, processing, analyzing, and 

disseminating information about potential or actual threats to an organization's assets. Its 

primary goal is to provide actionable insights that enable proactive defense and informed 

decision-making [2]. CTI moves beyond raw data by transforming it into refined, relevant, and 

timely knowledge about adversaries, their motivations, capabilities, and attack methodologies. 

This transformation is crucial for shifting cybersecurity from a reactive to a proactive stance 

[2]. 

The CTI Lifecycle: The production of CTI typically follows a structured lifecycle, often 

adapted from traditional intelligence cycles. While variations exist, a common model includes 

the following phases: 

1.Planning and Direction: This initial phase defines the intelligence requirements based on the 

organization's assets, risk appetite, and strategic objectives. It answers the 
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question of "what intelligence is needed?" and guides the entire intelligence process [2]. 2. 

Collection: This phase involves gathering raw data from various sources, both internal (e.g., 

logs, network traffic) and external (e.g., open-source intelligence, commercial threat feeds, 

dark web forums). The quality and diversity of collected data directly impact the richness of 

the resulting intelligence [2]. 3. Processing and Exploitation: Raw data is often unstructured 

and voluminous. This phase involves transforming raw data into a usable format through 

techniques such as data parsing, normalization, and enrichment. This might include extracting 

Indicators of Compromise (IoCs) from threat reports or correlating seemingly disparate pieces 

of information [4]. 4. Analysis and Production: This is the core of CTI, where processed data 

is analyzed to identify patterns, trends, and actionable insights. Analysts use various 

techniques, including statistical analysis, machine learning, and human expertise, to understand 

adversary behaviors, predict future attacks, and develop defensive strategies. The output of 

this phase is finished intelligence products, such as threat reports or alerts [2]. 5. 

Dissemination and Integration: Produced intelligence must be delivered to the relevant 

stakeholders in a timely and understandable manner. This involves tailoring the intelligence to 

different audiences (e.g., executives, security analysts, incident responders) and integrating it 

into existing security tools and workflows (e.g., SIEMs, SOAR platforms) [2]. 6. Feedback: 

The final, yet crucial, phase involves gathering feedback from consumers of the intelligence. 

This feedback helps refine intelligence requirements, improve collection methods, and 

enhance the overall effectiveness of the CTI program [2]. 

Types of CTI: CTI can be categorized into different levels based on its audience, purpose, and 

level of detail [5]: 

•Strategic CTI: This high-level intelligence focuses on the "who" and "why" of cyber threats. 

It provides insights into the motivations, capabilities, and intentions of threat actors (e.g., 

nation-states, cybercriminal groups, hacktivists). Strategic CTI is typically consumed by senior 

leadership and helps inform long-term security investments and risk management strategies. It 

is often presented in reports or white papers [5]. 

•Tactical CTI: This mid-level intelligence focuses on the "how" of cyber threats. It provides 

details on the Tactics, Techniques, and Procedures (TTPs) used by adversaries. Tactical CTI is 

valuable for security analysts and incident responders, helping them understand attack 

methodologies and configure defensive controls. Indicators of Compromise (IoCs) are a key 
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component of tactical intelligence, providing specific artifacts that can be used for detection 

[5]. 

•Operational CTI: This low-level, highly technical intelligence focuses on the immediate 

details of specific threats. It includes real-time IoCs, attack signatures, and contextual 

information about ongoing campaigns. Operational CTI is directly consumed by security 

operations centers (SOCs) and automated security tools to enable rapid detection and 

response to active threats [5]. 

B. Design Science Research (DSR) 

Design Science Research (DSR) is a research paradigm focused on creating innovative artifacts 

to solve real-world problems [6]. Unlike traditional behavioral science research, which aims to 

explain phenomena, DSR aims to build and evaluate solutions. It is particularly well-suited for 

Information Systems research, where the development of new IT artifacts can directly address 

complex organizational challenges. The IDEW System, as a novel cybersecurity solution, is 

developed and evaluated following DSR principles. 

Key Principles of DSR: Hevner et al. [6] propose seven guidelines for conducting and 

evaluating DSR: 

1.Design as an Artifact: The research output must be a purposeful and innovative artifact. In 

our case, the IDEW System itself is the artifact. 

2.Problem Relevance: The research must address a relevant and important business problem. 

The escalating cyber threat landscape and the need for proactive defense clearly establish the 

relevance of an IoC-driven EWS. 

3.Design Evaluation: The utility, quality, and efficacy of the designed artifact must be 

rigorously demonstrated. This involves evaluating how well the IDEW System performs its 

intended functions. 

4.Research Contributions: The research must provide clear and verifiable contributions in the 

areas of design artifact, design foundations, or design methodologies. The IDEW System aims 

to contribute a practical framework for enhanced cybersecurity resilience. 

5.Research Rigor: The research must apply rigorous methods in both the design and 

evaluation of the artifact. This includes drawing upon established theories and employing 

appropriate analytical techniques. 
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6.Design as a Search Process: The design process involves a search for an effective solution, 

which may include iterating through multiple designs and evaluations. This iterative approach 

is central to the development of the IDEW System. 

7.Communication of Research: The research must be effectively communicated to both 

technical and management audiences. This paper serves as a primary means of communicating 

the IDEW System's design and evaluation. 

The DSR Process: The DSR methodology typically involves an iterative 

process of building and evaluating artifacts. While specific models vary, a common DSR cycle 

includes: 

•Problem Identification and Motivation: Clearly defining the research problem and justifying 

the value of a design-science approach. 

•Objective of a Solution: Specifying the objectives for the new artifact, including its 

functionalities and desired performance. 

•Design and Development: Creating the artifact, which involves conceptual design, detailed 

design, and implementation. 

•Demonstration: Showing the artifact's utility and feasibility in a relevant environment. 

•Evaluation: Assessing how well the artifact meets its objectives and solves the identified 

problem. This can involve various methods, from technical performance testing to case 

studies. 

•Communication: Documenting the research process, the artifact, and its contributions to 

both academic and practical communities. 

By adhering to DSR principles, the development of the IDEW System ensures that the 

solution is not only theoretically sound but also practically relevant and rigorously evaluated. 

 

The Intelligent Detection and Early Warning (IDEW) System: Architectural Design 

The Intelligent Detection and Early Warning (IDEW) System is designed as a multi-layered 

architecture that integrates various components to achieve comprehensive threat intelligence 

processing, real-time detection, and actionable alerting. The system leverages the principles of 

CTI to transform raw security data into actionable intelligence, and its development is guided 
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by the iterative nature of DSR. Figure 1 illustrates the high-level architecture of the IDEW 

System. 

 

Figure 1: High-Level Architecture of the Intelligent Detection and Early Warning (IDEW) 

System 
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A. Data Ingestion and Pre-processing 

The foundation of any effective EWS lies in its ability to collect and process vast amounts of 

diverse data. The IDEW System ingests data from multiple sources, ensuring a comprehensive 

view of the threat landscape. These sources include: 

Threat Intelligence Feeds: These are external sources of CTI, providing information on 

known IoCs, TTPs of threat actors, and emerging threats. Examples include commercial 

threat intelligence platforms, open-source intelligence (OSINT) feeds, industry-specific 

information sharing and analysis centers (ISACs), and government advisories [7]. 

Internal Security Logs: Logs from various internal security devices and applications, such as 

firewalls, intrusion detection/prevention systems (IDS/IPS), endpoint detection and response 

(EDR) solutions, web proxies, and authentication servers, provide crucial insights into internal 

network activity and potential anomalies [8]. 

Network Traffic Data: Deep packet inspection (DPI) and flow data (e.g., NetFlow, IPFIX) 

offer granular visibility into network communications, enabling the detection of suspicious 

connections, data exfiltration attempts, and command-and-control (C2) communications [9]. 

Upon ingestion, raw data undergoes a rigorous pre-processing phase, which includes data 

parsing, normalization, and deduplication. This ensures data consistency and prepares it for 

subsequent analysis. Data enrichment, such as geo-locating IP addresses or resolving domain 

names, is also performed to add context to the raw data [10]. 

B. IoC Extraction and Enrichment 

Indicators of Compromise (IoCs) are the cornerstone of the IDEW System's early warning 

capabilities. This module is responsible for automatically extracting IoCs from ingested data 

and enriching them with additional contextual information. IoCs can manifest in various 

forms [4]: 

•Atomic IoCs: These are single, unambiguous indicators, such as specific IP addresses, 

domain names, file hashes (MD5, SHA1, SHA256), and email addresses. While easy to detect, 

their utility can be short-lived as adversaries quickly change them [4]. 

Computed IoCs: These are derived from multiple atomic IoCs or behavioral patterns, such as 

a combination of suspicious network connections and unusual process executions. They are 

more resilient to evasion techniques but require more sophisticated analysis [4]. 
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Behavioral IoCs: These describe patterns of malicious activity, such as specific TTPs used by 

threat actors. Behavioral IoCs are the most valuable as they are difficult for adversaries to 

change and can indicate the presence of sophisticated attacks [5]. 

Enrichment involves correlating extracted IoCs with known threat intelligence databases, 

vulnerability databases (e.g., CVE), and internal asset inventories. This process helps to 

determine the severity and relevance of each IoC within the organization's specific context 

[11]. 

C. Threat Intelligence Platform (TIP) 

The Threat Intelligence Platform (TIP) serves as the central repository and management hub 

for all collected and processed threat intelligence. It aggregates IoCs, TTPs, and other 

contextual information from various sources, providing a unified view of the threat landscape. 

Key functionalities of the TIP include: 

Data Aggregation and Storage: Securely storing large volumes of diverse threat intelligence 

data in a structured and searchable format. 

Contextualization: Linking IoCs to specific threat actors, campaigns, and vulnerabilities, 

providing a richer understanding of the threat [12]. 

Prioritization: Ranking IoCs based on their severity, relevance to the organization, and 

potential impact, enabling security teams to focus on the most critical threats. 

Sharing and Collaboration: Facilitating the secure sharing of threat intelligence within the 

organization and with trusted external partners, adhering to relevant information sharing 

protocols (e.g., STIX/TAXII) [13]. 

Lifecycle Management: Managing the lifecycle of IoCs, including their creation, validation, 

expiration, and archival, as IoCs can decay in their effectiveness over time [3]. 

D. Correlation and Analysis Engine 

This is the analytical core of the IDEW System, responsible for identifying suspicious 

activities and potential threats by correlating IoCs with internal security data. The engine 

employs a combination of rule-based detection, anomaly detection, and behavioral analysis 

techniques. 
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Rule-Based Detection: This involves defining specific rules based on known IoCs and TTPs. 

For example, a rule might trigger an alert if an internal IP address attempts to communicate 

with a known malicious C2 server [14]. 

Anomaly Detection Module: This module uses machine learning algorithms to establish 

baselines of normal network and system behavior. Deviations from these baselines, even if 

they don't match known IoCs, can indicate anomalous or suspicious activity. This is 

particularly effective in detecting novel or zero-day attacks [15]. 

Behavioral Analysis Module: This module focuses on identifying malicious patterns of 

behavior rather than just individual IoCs. It analyzes sequences of events, user activities, and 

system interactions to detect sophisticated attacks that might evade traditional signature-based 

detection. For instance, a series of failed login attempts followed by successful access from an 

unusual location could indicate a brute-force attack [16]. 

E. Alerting and Notification 

Upon detection of a potential threat, the IDEW System generates alerts and notifies relevant 

stakeholders. The alerting mechanism is designed to be timely, accurate, and contextualized, 

minimizing false positives and providing sufficient information for rapid response. Alerts can 

be delivered through various channels, including security information and event management 

(SIEM) systems, email, SMS, or integrated into incident response platforms [17]. 

F. Incident Response and Mitigation 

While the IDEW System primarily focuses on early warning, it is tightly integrated with the 

organization's incident response (IR) processes. Upon receiving an alert, IR teams can leverage 

the contextual information provided by the IDEW System to quickly investigate, contain, 

eradicate, and recover from security incidents. The system can also trigger automated 

mitigation actions, such as blocking malicious IP addresses at the firewall or isolating 

compromised endpoints [18]. 

G. Feedback Loop 

A crucial aspect of the IDEW System, aligned with DSR principles, is the continuous 

feedback loop. Information from incident response activities, new threat intelligence, and 

performance evaluations are fed back into the system to refine its detection capabilities, 

update threat models, and improve overall effectiveness. This iterative process ensures that 

the IDEW System remains adaptive and resilient in the face of evolving cyber threats [2, 6]. 



Adereti Rasak Raji, Adenomon M. O., Gilbert I. O., Aimufua Steven I. Bassey 

 African Multidisciplinary Journal of Sciences and Artificial Intelligence 432 

Implementation Considerations and Challenges 

Implementing an IoC-driven Early Warning System like IDEW presents several technical, 

organizational, and operational challenges. Addressing these challenges effectively is crucial 

for the successful deployment and sustained efficacy of the system. 

A. Data Quality and Volume 

The effectiveness of an IoC-driven EWS is directly proportional to the quality and relevance 

of the data it ingests. Poor data quality, including inaccuracies, incompleteness, or outdated 

information, can lead to a high rate of false positives or, worse, missed detections [19]. The 

sheer volume of security data generated by modern enterprises also poses a significant 

challenge. Processing, storing, and analyzing petabytes of data in real-time requires robust 

infrastructure and scalable solutions. Organizations must invest in data governance strategies 

to ensure data integrity, consistency, and timeliness across all sources [20]. 

B. Integration with Existing Security Infrastructure 

Most organizations already have a complex ecosystem of security tools and platforms. 

Integrating the IDEW System seamlessly with existing Security Information and Event 

Management (SIEM) systems, Security Orchestration, Automation, and Response (SOAR) 

platforms, firewalls, and endpoint security solutions can be a daunting task. Interoperability 

issues, lack of standardized APIs, and vendor lock-in can hinder effective data exchange and 

automated response capabilities [21]. A phased integration approach, starting with critical data 

sources and gradually expanding, can help mitigate these challenges. 

C. Skill Gap and Human Expertise 

While automated tools are essential, human expertise remains indispensable for effective CTI 

and EWS operations. Analyzing complex threat intelligence, interpreting anomalous 

behaviors, and fine-tuning detection rules require highly skilled security analysts. There is a 

significant global shortage of cybersecurity professionals with the necessary expertise in threat 

intelligence, data science, and incident response [22]. Organizations must invest in training and 

upskilling their existing workforce and consider recruiting specialized talent to manage and 

operate the IDEW System effectively. 

D. IoC Lifecycle Management and Decay 

Indicators of Compromise have a limited shelf life. Malicious IP addresses and domain names 

can be quickly taken down or changed by adversaries, rendering older IoCs ineffective [3]. 
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This phenomenon, known as IoC decay, necessitates continuous updating and validation of 

threat intelligence feeds. The IDEW System must incorporate mechanisms for automated IoC 

validation, aging, and retirement to prevent the accumulation of stale or irrelevant indicators 

that can lead to alert fatigue and reduced detection accuracy [3]. 

E. False Positives and Alert Fatigue 

One of the most significant operational challenges in any EWS is managing false positives. An 

excessive number of false alerts can lead to alert fatigue among security analysts, causing them 

to overlook genuine threats. The IDEW System must employ sophisticated correlation and 

analysis techniques, including machine learning and behavioral analytics, to minimize false 

positives. Continuous tuning of detection rules, anomaly thresholds, and behavioral models 

based on feedback from incident response teams is essential to maintain a high signal-to-noise 

ratio [23]. 

F. Privacy and Legal Considerations 

Collecting, processing, and sharing threat intelligence, especially across organizational 

boundaries, raises significant privacy and legal concerns. Regulations such as GDPR, CCPA, 

and industry-specific compliance requirements (e.g., HIPAA, PCI DSS) dictate how personal 

and sensitive data can be handled. Organizations must ensure that their CTI and EWS 

operations comply with all applicable laws and regulations, implement robust data 

anonymization and pseudonymization techniques where necessary, and establish clear data 

sharing agreements with external partners [24]. 

G. Cost and Resource Allocation 

Implementing and maintaining a comprehensive IoC-driven EWS requires substantial 

financial and human resources. This includes investments in hardware, software licenses, 

threat intelligence subscriptions, and skilled personnel. Organizations must conduct a 

thorough cost-benefit analysis and secure adequate funding to ensure the long-term viability 

and effectiveness of the IDEW System. Prioritizing critical assets and focusing on high-impact 

threats can help optimize resource allocation [25]. 

Addressing these challenges proactively during the planning and implementation phases is 

critical for maximizing the value and effectiveness of the IDEW System in enhancing an 

organization's cybersecurity resilience. 
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Conceptual Case Study: Detecting and Mitigating the ‘Salt Typhoon’ APT Campaign 

with IDEW 

To illustrate the practical application and efficacy of the Intelligent Detection and Early 

Warning (IDEW) System, we present a conceptual case study focusing on the detection and 

mitigation of a sophisticated Advanced Persistent Threat (APT) campaign, hypothetically 

named ‘Salt Typhoon.’ This scenario will demonstrate how the various components of the 

IDEW System work in concert to provide proactive defense against a real-world threat. 

A. Background: The ‘Salt Typhoon’ APT Campaign 

The ‘Salt Typhoon’ APT campaign is characterized by its stealthy tactics, advanced evasion 

techniques, and persistent targeting of critical infrastructure sectors, particularly in government 

and defense. This campaign, as documented by cybersecurity agencies, often leverages supply 

chain compromises, sophisticated phishing attacks, and zero-day vulnerabilities to gain initial 

access [26]. Once inside a network, ‘Salt Typhoon’ actors employ living-off-the-land 

techniques, custom malware, and encrypted command-and-control (C2) channels to maintain 

persistence, escalate privileges, and exfiltrate sensitive data [27]. Their TTPs are constantly 

evolving, making traditional signature-based detection challenging. 

B. IDEW System in Action: Detection Phases 

1. Initial Compromise Detection (Data Ingestion & IoC Extraction) 

The ‘Salt Typhoon’ campaign often begins with a highly targeted spear-phishing email 

containing a malicious attachment or a link to a compromised website. The IDEW System’s 

Data Ingestion and Pre-processing module would continuously collect and analyze email 

gateway logs, web proxy logs, and endpoint security telemetry. If the phishing email contains a 

known malicious file hash or a URL associated with ‘Salt Typhoon’ (obtained from external 

Threat Intelligence Feeds), the IoC Extraction and Enrichment module would immediately 

identify these atomic IoCs. For instance, a newly observed SHA256 hash of a ‘Salt Typhoon’ 

dropper malware, shared by an ISAC, would be ingested and flagged [28]. 

2. Post-Exploitation Activity Detection (Correlation & Analysis Engine) 

Even if the initial atomic IoCs are unknown or bypassed, the ‘Salt Typhoon’ actors’ post-

exploitation activities would trigger the IDEW System’s advanced analytical capabilities. For 

example, after successful execution, the malware might attempt to establish a C2 connection 

to a specific domain. The Network Traffic Data ingestion, combined with the Correlation & 
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Analysis Engine, would detect this. If the domain is a newly registered domain (NRD) or 

exhibits unusual traffic patterns (e.g., beaconing at regular intervals, high volume of encrypted 

traffic to an unusual destination), the Anomaly Detection Module would flag it. Furthermore, 

the ‘Salt Typhoon’ actors are known to use specific PowerShell commands for reconnaissance 

and lateral movement. The Behavioral Analysis Module would identify these sequences of 

commands, even if individual commands are benign, as a deviation from normal user 

behavior, indicating malicious activity [29]. 

3. Privilege Escalation and Lateral Movement (Behavioral Analysis & TIP) 

As ‘Salt Typhoon’ actors attempt to escalate privileges or move laterally within the network, 

their actions would be monitored by the IDEW System. For instance, attempts to dump 

credentials using tools like Mimikatz, or unusual access to sensitive systems from a 

compromised user account, would be detected by the Behavioral Analysis Module. The Threat 

Intelligence Platform (TIP) would play a crucial role here by providing context. If the 

observed TTPs (e.g., specific lateral movement techniques, use of particular tools) match 

known ‘Salt Typhoon’ behaviors stored in the TIP, the confidence level of the detection 

would significantly increase, triggering a higher-priority alert [30]. 

4. Data Exfiltration Detection (Anomaly Detection & Alerting) 

The final stage of a ‘Salt Typhoon’ attack often involves data exfiltration. The IDEW System 

would detect this through various means. Large volumes of data being transferred to external, 

unapproved cloud storage services or unusual outbound traffic to suspicious IP addresses 

would be flagged by the Anomaly Detection Module. If these activities occur outside of 

normal business hours or from unusual user accounts, the anomaly score would increase. The 

Alerting & Notification module would then immediately dispatch high-severity alerts to the 

Security Operations Center (SOC) and incident response team, providing detailed context, 

including the compromised assets, observed IoCs, and suspected TTPs [31]. 

C. Mitigation and Feedback Loop 

Upon receiving the high-severity alerts from the IDEW System, the incident response team 

would initiate their protocols. The detailed information provided by IDEW would enable 

rapid containment, such as isolating compromised hosts, blocking malicious C2 domains at 

the firewall, and revoking compromised credentials. The Incident Response & Mitigation 

module, integrated with the IDEW System, could also trigger automated responses for known 
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‘Salt Typhoon’ IoCs, such as deploying specific endpoint detection rules or updating network 

access control lists. 

Crucially, the Feedback Loop mechanism would then come into play. Information gathered 

during the incident response—new IoCs discovered, variations in ‘Salt Typhoon’ TTPs, and 

the effectiveness of mitigation strategies—would be fed back into the IDEW System. This 

continuous learning process would update the Threat Intelligence Feeds, refine the 

Correlation & Analysis Engine’s rules and models, and enhance the overall detection 

capabilities against future ‘Salt Typhoon’ attacks or similar APT campaigns. This iterative 

improvement, a core tenet of DSR, ensures the IDEW System remains agile and effective 

against evolving threats [2, 6]. 

This conceptual case study demonstrates how the IDEW System, by integrating diverse data 

sources, leveraging advanced analytics, and maintaining a continuous feedback loop, can 

provide a robust early warning capability against sophisticated cyber threats like the ‘Salt 

Typhoon’ APT campaign, significantly enhancing an organization’s cybersecurity resilience. 

 

Conclusion 

In an era defined by escalating cyber threats and the increasing sophistication of malicious 

actors, the imperative for proactive and intelligence-driven cybersecurity defenses has never 

been more critical. This paper has presented a comprehensive framework for an Intelligent 

Detection and Early Warning (IDEW) System, an IoC-driven solution designed to 

significantly enhance organizational cybersecurity resilience. By meticulously integrating 

principles from Cyber Threat Intelligence (CTI) and adhering to the rigorous methodology of 

Design Science Research (DSR), the IDEW System offers a structured and adaptive approach 

to identifying, analyzing, and mitigating emerging cyber threats. 

We have elucidated the multi-layered architecture of the IDEW System, detailing its core 

components: robust data ingestion and pre-processing, intelligent IoC extraction and 

enrichment, a centralized Threat Intelligence Platform (TIP), a sophisticated correlation and 

analysis engine (comprising anomaly and behavioral detection modules), and integrated 

alerting, incident response, and continuous feedback mechanisms. This holistic design ensures 

that raw security data is transformed into actionable intelligence, enabling timely detection and 

rapid response to potential compromises. 
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The discussion on implementation considerations and challenges highlighted the complexities 

inherent in deploying such a system, including issues related to data quality and volume, 

integration with existing infrastructure, the critical cybersecurity skill gap, the dynamic nature 

of IoC decay, the persistent challenge of false positives, and crucial privacy and legal 

considerations. Addressing these challenges proactively is paramount for the successful 

operationalization and sustained effectiveness of the IDEW System. 

The conceptual case study involving the ‘Salt Typhoon’ APT campaign vividly demonstrated 

the IDEW System’s potential to detect and respond to advanced threats across various stages 

of the attack lifecycle—from initial compromise to data exfiltration. The iterative feedback 

loop, a cornerstone of the IDEW’s DSR foundation, underscores its capacity for continuous 

learning and adaptation, ensuring its relevance and efficacy against an ever-evolving threat 

landscape. The IDEW System, therefore, represents a significant step towards building more 

resilient and proactive cybersecurity postures for organizations in the face of persistent and 

sophisticated cyber adversaries. 

Future Work 

While the IDEW System framework provides a robust foundation, several avenues for future 

research and development warrant exploration: 

Advanced Machine Learning Integration: Further research into integrating more advanced 

machine learning and deep learning models for predictive analytics, particularly for identifying 

novel attack patterns and predicting adversary movements, could significantly enhance the 

IDEW System’s capabilities. This includes exploring techniques like graph neural networks for 

complex threat relationships and reinforcement learning for adaptive defense strategies. 

Automated Remediation and Orchestration: Expanding the automated incident response 

capabilities to include more sophisticated remediation actions, orchestrated through advanced 

SOAR platforms, could further reduce response times and minimize human intervention in 

routine tasks. 

Human-in-the-Loop Intelligence: Investigating optimal human-in-the-loop models for CTI 

analysis, where AI augments human analysts rather than replaces them, to leverage the 

strengths of both artificial and human intelligence in complex decision-making scenarios. 
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Standardization and Interoperability: Contributing to the development and adoption of open 

standards for threat intelligence sharing (beyond STIX/TAXII) to facilitate seamless 

interoperability between diverse security tools and platforms. 

Economic Impact and ROI Analysis: Conducting empirical studies to quantify the economic 

benefits and return on investment (ROI) of implementing IoC-driven EWS like IDEW, 

providing a stronger business case for organizations. 

Ethical AI in Cybersecurity: Exploring the ethical implications of using AI in cybersecurity, 

particularly concerning privacy, bias in detection algorithms, and the potential for misuse, and 

developing guidelines for responsible AI deployment. 

Sector-Specific Adaptations: Developing tailored versions of the IDEW System for specific 

critical infrastructure sectors (e.g., healthcare, energy, finance), addressing their unique threat 

landscapes, regulatory requirements, and operational constraints. 

By pursuing these research directions, the IDEW System can continue to evolve, offering 

increasingly sophisticated and effective solutions for enhancing cybersecurity resilience in a 

perpetually challenging digital world. 
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