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Abstract

The sharing of biomedical data is essential for accelerating healthcare research,
fostering medical innovation, and improving patient outcomes. Such data
encompasses a wide range of sensitive information, including electronic health
records, genomic sequences, and clinical trial results. Despite its value,
biomedical data sharing poses significant privacy risks, such as patient re-
identification, unauthorized access, and regulatory non-compliance. These
concerns necessitate advanced techniques that balance the need for data utility
with stringent privacy protection. Machine learning (ML) has emerged as a
powerful tool to facilitate privacy-preserving biomedical data sharing. This
manuscript presents a comprehensive review of state-of-the-art ML-based
privacy preservation methods, including differential privacy, federated learning,
homomorphic encryption, secure multi-party computation, and synthetic data
generation through generative models. Each technique offers unique
mechanisms to protect sensitive information while enabling collaborative
analysis and predictive modeling. These methods have been applied practically
across various biomedical domains, including collaborative disease risk
prediction and genomic research, clinical trial data analysis, remote patient
monitoring, and public health surveillance. Additionally, we evaluate relevant
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privacy and utility metrics that assess the effectiveness of privacy guarantees
and the impact on model performance. The review further examines
limitations and challenges—including computational overhead, data
heterogeneity, privacy-utility trade-offs, and ethical considerations—that must
be addressed to ensure robust and scalable solutions. Looking forward, the
manuscript highlights promising future directions, such as hybrid privacy
frameworks, enhanced synthetic data generation, real-time privacy-preserving
analytics, standardization of evaluation protocols, and interdisciplinary policy
development. By integrating these advancements, biomedical research can
achieve safer and more effective data sharing, ultimately fostering innovation
while respecting patient confidentiality and trust.

Keywords: Biomedical Data; Privacy Preservation; Machine ILearning;
Differential Privacy; Federated Learning; Homomorphic Encryption; Synthetic
Data; Data Sharing

Introduction

Biomedical data has become a cornerstone for advancing research and healthcare
innovation in the 21st century. This data includes electronic health records (EHRs),
genomic sequences, medical imaging, and clinical trial outcomes (Rieke et al., 2020).
Sharing and aggregating such data across institutions enables improved diagnostics and
personalized treatments (Li et al., 2020). Collaborative data sharing supports large-scale
epidemiological studies and fosters the development of machine learning models that can

transform patient care (Dwork & Roth, 2014).

Despite its importance, biomedical data contains highly sensitive and personal information
(Shokri & Shmatikov, 2015). Patient privacy must be protected to prevent misuse,
discrimination, or psychological harm (Rieke et al., 2020). The risk of re-identification
remains a significant concern, even with anonymization efforts (Dwork & Roth, 2014).
Additionally, regulations like HIPAA and GDPR impose strict requirements on data
collection, storage, and sharing (Li et al., 2020). These policies ensure robust safeguards

while enabling valuable biomedical research (Shokri & Shmatikov, 2015).

Machine learning (ML) has emerged as a transformative tool for analyzing complex
biomedical data to identify patterns and predict disease outcomes (Li et al., 2020).
Traditional MLL methods often require centralized access to raw data, conflicting with

privacy protections (Dwork & Roth, 2014). This challenge has led to privacy-preserving
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ML techniques such as differential privacy, federated learning, homomorphic encryption,
and synthetic data generation (Rieke et al., 2020). These approaches aim to balance data

utility with privacy constraints (Shokri & Shmatikov, 2015).

This manuscript aims to provide a comprehensive overview of ML-powered privacy
preservation in biomedical data sharing. We explore foundational methods, practical
applications, regulatory considerations, challenges, and future directions. Our goal is to
inform researchers, clinicians, and policymakers about leveraging ML to protect privacy

while promoting safe and effective data-driven healthcare.

Privacy Risks in Biomedical Data Sharing

Biomedical data encompasses diverse types of sensitive information, including electronic
health records (EHRs), genomic sequences, medical imaging, wearable device data, and
clinical trial results (Shabani et al., 2019). Each data type carries unique privacy risks due to
its granularity, identifiability, and the context in which it is collected and used (El Emam &
Arbuckle, 2013). The sharing of such data, while vital for advancing medical research and
improving healthcare delivery, exposes individuals to potential privacy breaches that can

have severe personal and social consequences (Voigt & Von dem Bussche, 2017).

One major privacy threat is re-identification (Malin et al., 2011). Despite efforts to
anonymize or de-identify data by removing direct identifiers such as names or social
security numbers, sophisticated data linkage techniques can cross-reference biomedical
datasets with publicly available information, making it possible to re-identify individuals
(Narayanan & Shmatikov, 2008). For example, genomic data, by its very nature, is unique
to each person and can be matched to family members or other genetic databases,

increasing the risk of unintended disclosure (Gymrek et al., 2013).

Another concern is membership inference attacks, where adversaries determine whether a
particular individual’s data was included in a training dataset for a machine learning model
(Fredrikson et al., 2015). This can lead to leakage of sensitive information even if the data
itself is not directly accessible (Shokri et al., 2017). Similarly, model inversion attacks can
allow attackers to reconstruct sensitive features of the training data by exploiting access to a

trained model (Fredrikson et al., 2014).
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Beyond technical vulnerabilities, regulatory compliance imposes stringent requirements on
biomedical data handling (Cavoukian, 2012). Frameworks such as HIPAA in the United
States mandate protections for patient health information and specify the conditions under
which data can be shared or disclosed (Gostin & Hodge, 2002). The European Union’s
GDPR goes further by granting individuals rights over their personal data, including the
right to be forgotten and to limit processing (Regulaton (EU) 2016/679, 2016). Non-
compliance with these regulations can result in severe legal and financial penalties, as well

as loss of public trust (Toth & Marada, 2019).

Balancing the trade-off between data utility and privacy is a central challenge (El Emam,
2015). Excessive data masking or obfuscation can render datasets useless for research,
while insufficient protection compromises confidentiality (Ohm, 2010). Furthermore,
biomedical data is often high-dimensional and complex, complicating efforts to apply

traditional anonymization techniques without significant information loss (Dwork, 20006).

This landscape highlights the need for advanced technical solutions that enable effective
biomedical data sharing while ensuring robust privacy protections (Shokri et al., 2017).
Machine learning-based privacy-preserving methods provide promising avenues to address
these risks, as they can integrate privacy safeguards directly into data analysis and model

training processes (Bertino & Sandhu, 2005).

Machine Learning Approaches for Privacy Preservation

The growing demand for sharing and analyzing biomedical data has propelled the
development of machine learning (ML) techniques that prioritize privacy preservation
(Shokri et al., 2019). These approaches enable researchers and healthcare providers to
extract meaningful insights without exposing sensitive personal information (Mohassel &
Zhang, 2017). The main ML-powered privacy-preserving methods include differential
privacy, federated learning, homomorphic encryption, secure multi-party computation, and
synthetic data generation (Abadi et al., 2016). Each approach offers distinct advantages and

challenges when applied to biomedical data sharing (Truex et al., 2019).
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Differential Privacy (DP): Differential Privacy is a mathematically rigorous framework

designed to provide strong privacy guarantees by ensuring that the output of an algorithm

does not significantly differ when any single individual's data is included or excluded

(Dwork, 2008). This is typically achieved by injecting calibrated random noise into datasets,

query results, or model parameters during training (Bassily et al., 2014). In biomedical

applications, DP can be used to share statistical summaries or to train ML models that

protect patient identities (Jagielski et al., 2019). The key parameter in DP, the privacy

budget (e), quantifies the trade-off between privacy protection and data utility; lower e

values indicate stronger privacy but potentially reduced accuracy (Wang et al., 2019). While

DP has gained traction in healthcare data sharing, challenges include determining

appropriate noise levels and maintaining model performance (Le et al., 2020).

Table 1: Comparative Summary of Privacy-Preserving Machine Learning Techniques

Technique Privacy Computatio | Scalabili | Typical | Advantage | Limitations
Guarantee nal Cost ty Applicatio s
ns
Differential | Quantified | Low to High Statistical Strong Utility-
Privacy by privacy | Moderate release, theoretical | privacy trade-
DP) budget ¢ model guarantees; | off; noise
training easy to addition
implement | affects
accuracy
Federated Data never | Moderate to | Moderat | Collaborati | Preserves Communicati
Learning leaves local | High € to ve model raw data on overhead;
(FL) device High training privacy; vulnerable to
across sites | reduces poisoning
data attacks
transfer
Homomorp | Strong Very High Low to Encrypted | Computati | Computation
hic cryptograp Moderat | computatio | ons on ally intensive;
Encryption | hic security e ns on encrypted slow
(HE) sensitive data; end- processing
data to-end
privacy
Secure Strong High Low to Joint No data Complex
Multi-Party | cryptograp Moderat | analysis exposure; setup;
Computatio | hic security e without strong communicati
n (SMPC) data privacy on heavy
sharing
Synthetic Privacy Moderate High Data Enables Synthetic
Data depends sharing, sharing; data quality;
Generation | on model model preserves risk of
training statistical leakage
properties
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Federated Learning (FL): Federated Learning enables multiple institutions or devices to
collaboratively train a shared ML model without exchanging raw data (McMahan et al,,
2017). Instead, local models are trained on-site using proprietary biomedical data, and only
model updates or gradients are transmitted to a central server for aggregation (Kairouz et
al., 2021). This decentralized approach reduces privacy risks associated with data transfer
and storage (Sheller et al., 2020). FL has been successfully applied in scenatios such as
cross-hospital collaborations for disease prediction and mobile health applications (Li et al.,
2020). However, FL faces challenges such as communication overhead, heterogeneous data

distributions across sites, and vulnerability to adversarial attacks like model poisoning

(Bhagoiji et al., 2019).

Homomorphic Encryption (HE): Homomorphic Encryption allows computations to be
performed directly on encrypted data, producing encrypted results that can be decrypted
only by authorized parties (Gentry, 2009). This technique enables privacy-preserving ML
by ensuring that sensitive biomedical data remains encrypted throughout the analysis
process, thereby minimizing exposure risks (Dowlin et al, 2016). Although fully
homomorphic encryption (FHE) supports arbitrary computations, it remains
computationally intensive and impractical for large-scale biomedical datasets (Kim et al.,
2018). Partially or somewhat homomorphic schemes, which support limited operations,
offer more efficiency but less flexibility (Lauter et al., 2014). Advancements in HE aim to
balance security and performance to enable its broader adoption in biomedical ML (Cheon

etal, 2017).

Secure Multi-Party Computation (SMPC): SMPC protocols allow multiple parties to
jointly compute a function over their inputs while keeping those inputs private (Yao, 1980).
This is particularly valuable for multi-institutional biomedical research where data cannot
be pooled due to privacy constraints (Wagh et al., 2020). SMPC facilitates collaborative
analyses such as genome-wide association studies and federated clinical trials without
revealing individual datasets (Blanton & Aguiar, 2017). Despite its strong privacy
guarantees, SMPC can be computationally expensive and complex to implement, especially

when scaling to large datasets or many participants (Evans et al., 2018).

Synthetic Data Generation with Generative Models: Generative models, including
Generative Adversarial Networks (GANs) and Variational Autoencoders (VAEs), have

emerged as powerful tools for creating synthetic biomedical datasets that replicate the
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statistical properties of real data without disclosing identifiable information (Xu et al,
2019). Synthetic data can enable sharing and model development while mitigating privacy
risks (Frid-Adar et al., 2018). Validation of synthetic data involves assessing both utility—
how well models trained on synthetic data perform—and privacy—ensuring minimal risk
of tracing back to real individuals (Jordon et al., 2019). Although promising, challenges
remain in generating high-quality synthetic data that captures complex biomedical patterns

accurately (Choi et al., 2017).

Applications in Biomedical Data Sharing

The adoption of machine learning-powered privacy-preserving techniques has enabled a
range of practical applications in biomedical data sharing, addressing critical needs in
research collaboration, personalized medicine, and healthcare delivery (Xu et al., 2021).
Below, we discuss key areas where these approaches have demonstrated significant impact

(Sheller et al., 2020).

Collaborative Disease Risk Prediction: Chronic and complex diseases such as diabetes,
cardiovascular conditions, and cancer benefit greatly from large, diverse datasets that
enhance predictive modeling (Beam & Kohane, 2018). Privacy-preserving machine learning
methods—particularly federated learning and differential privacy—allow multiple
healthcare institutions to collaboratively train disease risk prediction models without
exposing raw patient data (Li et al., 2020). For example, hospitals can jointly develop
models to predict patient outcomes while keeping their EHR data localized, thereby

accelerating research and improving clinical decision support systems (Dayan et al., 2021).

Privacy-Preserving Genomic Studies: Genomic data is uniquely sensitive due to its
inherent identifiability and familial implications (Gymrek et al., 2013). Sharing genomic
datasets across research centers is vital for understanding genetic predispositions and
developing targeted therapies (Erlich & Narayanan, 2014). Techniques such as
homomorphic encryption and secure multi-party computation enable joint genomic
analyses without revealing individual sequences (Blanton & Aliasgari, 2019). Additionally,
synthetic genomic data generated through generative models can facilitate data sharing

while mitigating privacy concerns, expanding access for researchers without compromising

confidentiality (Chen et al., 2020).
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Secure Clinical Trial Data Analysis: Clinical trials generate extensive patient data crucial
for evaluating treatment safety and efficacy (Kim & Wang, 2019). Privacy-preserving ML
allows pharmaceutical companies, research institutions, and regulatory bodies to analyze
pooled clinical trial data securely (Truex et al., 2019). Federated learning frameworks enable
decentralized model training on trial data from multiple sites, reducing data transfer risks
and ensuring compliance with data protection laws (Rieke et al., 2020). This approach also
accelerates meta-analyses and post-market surveillance by facilitating large-scale data

integration (Dayan et al., 2020).

Remote Patient Monitoring and Internet of Medical Things (IoMT): The
proliferation of wearable devices and IoMT platforms generates continuous streams of
sensitive health data for real-time monitoring and intervention (Sun et al.,, 2021). Privacy
concerns in these decentralized and often consumer-operated systems necessitate privacy-
preserving ML techniques such as federated learning combined with differential privacy to
analyze data locally on devices without exposing personal health information (Li et al.,
2019). This enables personalized healthcare services while maintaining patient

confidentiality and trust (Rashid et al., 2021).

Public Health Surveillance and Epidemiology: Aggregated biomedical data sharing
across regions and countries enhances public health surveillance and response strategies,
especially during pandemics (Salathé et al., 2020). Privacy-preserving ML methods facilitate
the sharing of aggregated and anonymized data from hospitals, laboratories, and public
health agencies (Li et al., 2020). Differential privacy ensures that individual patient data
cannot be traced back, enabling secure analysis of infection patterns, vaccination

effectiveness, and outbreak prediction (Abadi et al., 2010).

Evaluation Metrics for Privacy and Utility

Evaluating privacy-preserving machine learning techniques in biomedical data sharing
requires a careful balance between protecting sensitive information and maintaining data
utility for meaningful analysis (Bhowmick et al., 2018). Effective metrics enable researchers
and practitioners to quantify privacy guarantees and assess the impact on model
performance, guiding the development and deployment of privacy-preserving methods

(Tramer & Boneh, 2020).
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Privacy Metrics: Privacy metrics measure the extent to which an individual's information

is protected against various attacks and disclosure risks (Wang et al., 2019).
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Privacy Budget (¢) in Differential Privacy: The privacy budget quantifies the
strength of the privacy guarantee, with smaller values indicating stronger privacy by
limiting how much information about any single data point can influence the
output (Dwork & Roth, 2014). Selecting an appropriate € is crucial to balance
privacy and utility, but its interpretation can be non-intuitive in practical settings

(Abadi et al., 2010).

Information Leakage Measures: These metrics assess how much sensitive
information can be inferred from released data or models. Examples include
mutual information and entropy-based measures that quantify dependency between

private attributes and outputs (Melis et al., 2019).

Attack Success Rates: Empirical evaluations often use simulated adversarial
attacks such as re-identification, membership inference, or model inversion to
estimate privacy risk. Lower success rates indicate stronger privacy protection

(Shokti et al., 2017).

Privacy-Utility Trade-off

High Utility,
L Lower Privacy

High.Privacy,
Lower Utility

0.0 0.2 0.4 0.6 0.8 1.0
Privacy Strength (Lower € = Stronger Privacy)

Figure 1: Privacy-Utility Trade-off in ML-Powered Biomedical Data Sharing
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Utility Metrics: Utility metrics evaluate how well the privacy-preserving method retains

the usefulness of data or models for intended biomedical tasks (Geyer et al., 2017).

e DPredictive Performance: Standard ML metrics such as accuracy, precision, recall,
F1-score, and area under the receiver operating characteristic curve (AUC-ROC)

are commonly used to measure model performance under privacy constraints

(Papernot et al., 2018).

e Statistical Similarity: For synthetic data, statistical tests like the Kolmogorov-
Smirnov and Chi-square tests, as well as distance measures like Wasserstein

distance, compare distributions of synthetic and real data to evaluate fidelity (Xu et

al., 2019).

e Downstream Task Performance: Beyond predictive accuracy, assessing how
models trained on privacy-preserving data perform in clinically relevant tasks such
as diagnosis or risk stratification provides insights into real-world applicability

(Beaulieu-Jones et al., 2019).

Trade-Offs and Benchmarking: Privacy and utility metrics often exhibit inverse
relationships—stronger privacy typically leads to reduced utility (Dwork et al., 2015).
Balancing this trade-off requires domain-specific considerations, as excessive noise or data

transformation can impair model effectiveness (Fredrikson et al., 2014).

To facilitate fair comparisons and reproducibility, benchmarking frameworks and
standardized datasets tailored to biomedical contexts are emerging (Huang et al., 2020).
These frameworks incorporate diverse privacy attacks and utility assessments, enabling
researchers to systematically evaluate and improve privacy-preserving ML methods (Truex

et al, 2019).

Limitations and Challenges

Computational Overhead and Scalability: Many privacy-preserving methods,
particularly cryptographic techniques like homomorphic encryption and secure multi-party
computation, introduce substantial computational and communication overhead (Mohassel
& Rindal, 2018). This can hinder real-time processing and scalability, especially when
handling large-scale biomedical datasets such as whole-genome sequences or high-

resolution medical images (Kim et al., 2018). Federated learning also faces challenges in
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coordinating model updates across multiple institutions with heterogeneous infrastructure

and varying network reliability (Li et al., 2020).

Balancing Privacy and Data Utility: Achieving an optimal trade-off between privacy
protection and maintaining data utility is inherently challenging (Jayaraman & Evans, 2019).
Stronger privacy guarantees, such as lower differential privacy budgets or aggressive data
perturbation, often degrade model accuracy and the quality of biomedical insights (Abadi et
al., 2016). Conversely, prioritizing utility risks exposing sensitive information (Dwork et al.,
2014). Determining appropriate privacy parameters requires careful consideration of the
clinical context, risk tolerance, and research objectives, which may vary widely (Shi et al.,

2020).

Data Heterogeneity and Quality: Biomedical data is often heterogeneous—varying in
format, scale, and quality across institutions and patient populations (Xu et al., 2019). This
variability complicates the design of universally effective privacy-preserving ML models
(Sheller et al., 2020). Federated learning, for example, must address non-IID (independent
and identically distributed) data distributions that can impair model convergence and
performance (Kairouz et al., 2021). Additionally, missing data, labeling errors, and

inconsistent data standards pose further challenges (Johnson et al., 2010).

Vulnerabilities to Adversarial Attacks: Privacy-preserving ML models remain
susceptible to sophisticated adversarial attacks, including model poisoning, membership
inference, and model inversion (Bagdasaryan et al, 2020). Attackers may exploit
weaknesses in the learning process or communication protocols to infer private
information or disrupt model integrity (Fredrikson et al., 2015). Developing robust defense
mechanisms that can withstand evolving threats is an ongoing area of research (Papernot et

al., 2016).

Ethical and Legal Considerations: Beyond technical limitations, ethical concerns about
informed consent, data ownership, and equitable access to biomedical data persist (Vayena
et al, 2018). Legal frameworks wvary across jurisdictions, creating complexity in
multinational data sharing collaborations (Loukides et al., 2017). Ensuring compliance with
evolving regulations while fostering innovation requires coordinated efforts between

technologists, ethicists, legal experts, and policymakers (Ohm, 2010).

User Trust and Adoption Barriers: For privacy-preserving techniques to be effective,

stakeholders—including patients, clinicians, and researchers—must trust that their data is
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adequately protected (Powell & Houghton, 2018). Lack of transparency, unfamiliarity with
emerging technologies, and perceived risks can hinder adoption (Shin, 2020). Clear
communication, education, and demonstration of privacy guarantees are essential to build

confidence and promote widespread implementation (Zhou et al., 2019).

Future Directions

The intersection of machine learning and privacy preservation in biomedical data sharing is
a dynamic and rapidly evolving field (Ii et al., 2020). To overcome current limitations and
maximize benefits, several promising avenues for future research and development deserve

attention (Shokri et al., 2017).

Hybrid Privacy-Preserving Approaches: Combining multiple privacy techniques, such
as federated learning integrated with differential privacy and secure multi-party
computation, can enhance privacy guarantees while mitigating individual method
weaknesses (Truex et al.,, 2019). Developing flexible hybrid frameworks that dynamically
adapt to data characteristics and use-case requirements will improve scalability and

robustness (Kairouz et al., 2021).

Advanced Synthetic Data Generation: The generation of high-quality synthetic
biomedical data remains challenging due to complex data distributions and correlations (Xu
et al., 2019). Future work should focus on improving generative models like GANs and
VAEs to better capture multimodal and longitudinal biomedical data, while providing
rigorous privacy validation to ensure synthetic data cannot be traced back to real

individuals (Chen et al., 2020).
Real-Time Privacy-Preserving Machine Learning

With the proliferation of Internet of Medical Things (IoMT) devices and mobile health
applications, enabling real-time, privacy-preserving analytics is essential (Sun et al., 2021).
Research into lightweight, energy-efficient algorithms that operate on resource-constrained
devices while preserving privacy will support personalized and continuous healthcare

monitoring (Li et al., 2019).

Standardization of Evaluation and Reporting: Developing standardized benchmarks,
privacy metrics, and reporting guidelines tailored to biomedical data privacy will foster

transparency and comparability across studies (Huang et al, 2020). Open datasets,
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challenge competitions, and community-driven frameworks can accelerate progress and

encourage best practices (Balle et al., 2018).

Interdisciplinary Collaboration and Policy Development: Bridging the gap between
technical advances and real-world implementation requires collaboration among data
scientists, clinicians, legal experts, ethicists, and policymakers (Vayena et al., 2018). Co-
developing privacy frameworks that are sensitive to cultural, ethical, and regulatory
contexts will enhance trust and compliance (Ohm, 2010). Policies should evolve alongside
technological innovations to address emerging challenges and promote equitable data

sharing (Cavoukian, 2012).

Explainability and Transparency in Privacy-Preserving ML: Improving the
interpretability of privacy-preserving ML models will help build user trust and facilitate
clinical adoption (Guidotti et al., 2018). Research into explainable Al techniques that
operate effectively under privacy constraints will enable stakeholders to understand model

decisions and privacy protections (Tjoa & Guan, 2020).

Conclusion

The imperative to share biomedical data securely and responsibly has never been greater, as
data-driven insights continue to transform healthcare and medical research. Machine
learning-powered privacy preservation techniques offer promising solutions to this
complex challenge by enabling valuable data analysis while safeguarding sensitive personal
information. Approaches such as differential privacy, federated learning, homomorphic
encryption, secure multi-party computation, and synthetic data generation each contribute

unique strengths toward protecting patient privacy in diverse biomedical contexts.

Despite ongoing challenges related to computational demands, balancing privacy and
utility, data heterogeneity, and evolving adversarial threats, advances in these methods are
steadily expanding their applicability and effectiveness. Moreover, interdisciplinary
collaboration and adaptive policy frameworks are critical to ensuring these technologies are

ethically deployed and broadly trusted.

Looking forward, continued innovation, rigorous evaluation, and standardization will be
key to realizing the full potential of privacy-preserving machine learning. By integrating

privacy at the core of biomedical data sharing, the research community can foster more
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inclusive, collaborative, and impactful healthcare innovations that respect individual rights

and promote public trust.
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